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Abstract:- This report describes an online voting system designed to meet the needs of colleges and universities. VVoting is a

widely spread, democratic way of making decisions and can be used for electing student presidents and class

representatives at the college level. The main aim of the project is to provide a secured and user-friendly voting system.

The process of voting is critical in terms of safety and security. The system deals with the design and development of an

electronic voting system by using face recognition. The proposed system allows the voters to scan their faces, which is then

matched with the already saved images within the database. Unlike the traditional method, this system conceals the voter's

choice from any unauthorized party. By using face recognition, it provides enough security to eradicate the dummy votes.

The system also provides clear visualization of data regarding the percentage of total votes cast, the percentage of votes

each party secured, and the final winner in the election.

%k %k

Introduction:-
Elections are inevitable happenings in a democratic society

and it is the soul responsibility of both the government and the
citizens to make sure that it happens in a safe and secure way
and also it take place smoothly. By means of this system the
person is required to record his face before the election and the
same is taken to account to compare while voting. In offline
the data recorded through offline is sent through the
microcontroller to the Web after reading the details.
Application by means of serial terminal The program for the
web application manages the Individual Database. If a citizen
casts his vote, the website sends a confirmation message as
‘voted successfully’ that the vote is successfully registered. In

the process of voting, voicing their choices or articulating

views The main goal of this project is to make sure a voting

system is designed using face recognition technology and OTP
system to vote from any place on earth where internet is
available. The Voting information is stored in the server
database. As the world is changing day by day and is essential
to adapt to the electronic world inorder to survive and meet
world standards. This new technology refers to electronic
voting systems where election is conducted online and offline

but has a central database for smooth data transfers and result

calculation. Therefore an e-voting system has to be designed
and employed for a fair election to take place.Online voting
system is contemplated as an interesting topic in information
security research. Online voting system is a way that helps
public to select their representatives and express their
preferences for how they will be governed. Naturally, the
belief of the election process is utmost important [1]. Election
process has strong media coverage, particularly if something
goes wrong. This system will increase the level of security and
also the trust of voters. The problems of Maoist affected
places for the voting has been addressed in [2] while [3]
describe the genesis of Maoist violence and showed that
public needs a more secure way of casting their vote. Online
voting system definition given in [4] states that Online voting
systems offer advantages compared to other voting processes.
An Online voting system may be involved in any one of a
number of steps in the setup, voting, collecting, distributing
and counting of ballots. The question of who gets to count
your vote was addressed in [5] while in [6] the voting security
has been analysed. The same problem has also been addressed
in [7] more abstractly to ponder over its perception and reality.
The question of faith on the electronic voting has been

discussed in [8]. It is hard to make the voting system
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trustworthy only because it has high security requirements:
confidentiality and integrity. Confidentiality means all voters
get assured about the privacy of votes and prevent selling of
votes. Integrity means the assurance of election results and the
votes are counted correctly. Integrity is easy to get through a
public show of hands, but this dissipatesconfidentiality and
confidentiality comes from the secret ballots, but this fails the
integrity. The proposed system provides peoples to vote in a
secure manner without any fear. The online voting system also
provides the security to the voter’s by storing the vote in a
secure digital form, if the voter votes against malevolent
candidate. This system also guarantees not to leak the vote in
front of anybody. Section 2 of the paper briefly discusses the

overview of the proposed online voting system.

Literature Survey:- In the paper ‘secure and privacy

preserving remote polling with untrusted computing devices”
author “AMNA QURESHI”, describes, to design a polling
system which is flexible in polling, using fingerprint devices
to provide an extra step of authentication, allow different
devices which is available to the voter, no usage of polling
sheets and to generate poll tags[1].In the paper “Secure and
Hassle Free EVM through deep learning face recognition”
author “Ishani Mondal”, used neural networks after extracting
the facial features of the voter and with that a reference to vote
during election. If the details matches the existing details the
user is allowed to vote [2].In the paper “VOT-EL: Three Tier
Secured State-OfThe-Art EVM Design Using Pragmatic
Fingerprint Detection Annexed With NFC Enabled Voter -ID
Card” author*, Anooshmita Das”, proposed design, along with
biometrics NFC technology is also taken into account.[3].In
the paper “Secure and Electronic polling system”, the authors
AMNA QURESHI, DAVID MEGIAS, HELENA RIFA-
POUS described Se-VEP, an e-polling system enabled by
Internet which provides and protects the voter’s integrity,
security, voters unique details, poll integrity, third party
breaching, prevention of double voting , fairness in election,
and coercion resistance, and preventing devices with virus
which change the users decision in voting and giving false

results which leads to lot of problems [4].

Related Work:-
The system model for our proposed e-voting scheme is shown
in Fig. 1. It can be observed that the system contains multiple

E-voting stations that are connected to the public block chain.

Other than that, we have a database that stores the citizen ’s
record for the entire city to decide whether or not an elector is
eligible to cast a vote at a particular polling station. In each E-
voting station, we have servers (which can access data from
the primary database if required), voters and voting machines.
In our system, we use the concept of both public and private
block chain, as shown in Fig. 1, E-voting stations use a private
block chain to register the voters and count the votes for a
specific cause or a specific candidate. The reason for using a
private blockchain is that it’s inexpensive and a bit faster than
the public. In addition, it does not pollute the public block
chain with raw data because it was designed to be used only
for a digital currency, not for data storage, and it also holds the
record of our desired transactions in a separate and filtered
form, which can provide a great deal of assistance when
auditing the voting system. Whereas, on the other hand, the
public blockchain is used to share the root hash given by the
Merle tree in order to ensure the integrity of the data and
distribute the final results of each polling station so that it is
freely accessible to everyone. There are a few steps in our
system to vote; first, an elector sends a request for registration
to his / her corresponding E-voting station by submitting some
personal information , e.g. name, CNIC, father’s name, place
of birth and date of birth. When the registration server receives
the information, it hashes the data and then requests the
primary data center to provide the correspondence to the
requested user. If hashes get the match , the elector must
register and be entitled to cast a ballot on the election day.
Until we delve deeply into the proposed methodology, we

need to identify the design criteria for Evoting.

Design Requirements for E-VOTING
In this section, we have mentioned the design requirement for
an efficient E-voting system.
» It should be able to avoid multiple votes by a single
person.
It should be able to provide integrity to citizen data.
It should be able to provide integrity to the votes cast
by citizens.
The procedure should be easy to follow.
It should be robust.
It should be able to detect intrusions within the

network
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» It should be able to allow us to detect the external

threats so we could plan countermeasures against it.
Merkle Root To ensure the integrity of our citizen’s
record that is stored at the primary data center (where the
citizen’s record is saved), we use the Merkle tree hashing
algorithm to get the hash of the data and save the root
hash of the Merkle tree to the public blockchain to
provide an extra layer of data integrity. Merkle tree is a
key algorithm to store data with a lot of security and
integrity. Each leaf in the Merkle tree contains a
cryptographic hash (which takes the citizen ’s record as
input and in return gives a unique hash). Merkle tree
keeps merging it from step 1 to root hash, as shown in
Fig. 2. Then we need to protect the root hash to ensure the
integrity of the data. Merkle root has the following two
essential properties.

+ Non-Membership Proof.

«  Membership Proof

Proposed System:-

The proposed system allows the voters to scan their faces,
which is then matched with the already saved images within
the database. Unlike the traditional method, this system
conceals the voter's choice from any unauthorized party. By
using face recognition, it provides enough security to eradicate
the dummy votes. The system also provides clear visualization
of data regarding the percentage of total votes cast, the
percentage of votes each party secured, and the final winner in

the election.

Problem Statement: The existing system of university
elections is running manually. The voter has to cast his/her
votes through a paper-based system where the voter has to tick
off to who they would like to vote and then hand over the
paper to the officials. This might lead to the tampering of
votes or a person can cast votes multiple times or on behalf of
others.

* Approach: Face detection using artificial intelligence, data
visualization using machine learning, and data mining
techniques are used in this system. The first step involves
creating a data set containing the photos of the students within
a class. The second step involves using face recognition and
ensuring a fair voting process and result prediction.

Results: The system will ensure that no voter will get to cast
multiple votes and also ensures that only students from a
particular class will be able to take part in their representative
election. In the end, the contestant with the highest number of

votes will be represented as the winner. Also, a graphical
representation of the votes obtained by each contestant will be
displayed.

Conclusion The main aim of the project is to ensure a more
secure and transparent voting system. By using artificial
intelligence, the proposed system ensures the tampering
happening within the current voting system are minimized if
not completely eradicated. The voting system is proposed to
create a stable and efficient E-voting system architecture. This
proposed system not only deals with the integrity of votes but
also secures citizens’ data as an Evoting station network. We
used two machine learning models with a different set of
settings. One is the Gaussian Vector Support Machine, and the
other is the linear Vector Support Machine. A comparison is
made between these two classifiers by measuring their
accuracy and AUC (area under the curve). The idea of a smart
contract is used to register voters and to receive votes as well.
Where the Merkle root algorithm has been used to get the root
hash to ensure the integrity of the data stored at the citizen’s
data centre. We believe that this voting architecture can be
extended as an | (internet voting) where users can vote
through a secure application or secure web servers. We did not
focus servers generating addresses for users that we use to
register and process blockchain that could be part of our future
projects towards an efficient smart voting system using
blockchain and machine learning. In addition, in the future, we
will be able to look at the counter-measures of the various
attacks once we have detected them.
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